
Re: Children's Online Pri\.acy Protection Rule 
Sliding Scale 2005, Pro-icct N o .  PO54503 

We respcctfdly submit thcsc comments as graduate business students who cxamincd this 
proposed regulation as part of our current program of academic study in the MGMT 666 
Graduatc Business and Medical La\;\, Course offered by La Sierra University, Riverside, 
CA, (Glendale Cohort). Thc cohort consists of 19 MBA students, who arc physicians, 
csccutives, senior managers. and hcalth care professionals, many of whom arc conccrncd 
parents. Our professor is John B. Wyatt I l l  J.D. 

Wc arc concerned about the "pcrmancnt status" of the sliding scale mcchanism and 
rcq~lest that the Federal Trade C'o~nmission fi~rthcr examine thc following concerns 
before ruling. 

1. Are secure electronic mechanisms now widely available to facilitate 
verifiable parental consent at a reasonable cost? 

When the commission adoptcd the sliding scalc mcchanism in 1998 as a "short-term" 
mcasure, i t  believed that "morc reliablc methods" of obtaining verifiable parental conscnt 
would soon be widely available and supportable. As thc commission identified at the 
time of the Apl-11 2 1 .  2002 dcadlinc. cxpectcd progress in digital tccl~nology was slower 
than expected. As a result, the dcadlmc was extended for an additional three ycars. As 
we approach the deadline in 2005, wc arc not con~.inced, based on the data prov~dcd, that 
the sliding scalc is the best mcchanism for protecting children's onlinc privacy and 
parental conccl-ns. To makc pcrmancnt a mechanism that has not bccn examlncd in 
detail, or without Fully understand~ng the loopl~olcs in children's online privacy during 
the last three to ti\ c ycars, is shortsighted and n.ithout Justifiable cvidcncc. 

Thc progress in the arcas of digital signature and certificate soft\varc dcvclopmcnt has 
been slo\~.cr than cxpectcd: i t  is still unclear if such tcchnology is ready in 2005. 
Notwithstanding. 11.c bclic\,c that truly secure mcthods of parcntal consent \ \ . i l l  bc 
amilablc in thc near l i ~ t ~ ~ r c .  For instance. the search engine GoogleR:', at the time ol'this 
writing, produccd 2.25 million hits under thc seal-c11 topic of "digital signature 
tcchnology." and  3. I5 million hits under "digital ccl-tificatc technology" reflecting. at a 
n ~ i n i m ~ m ~ .  o\~cr\\~hclming discussion (including current and future implcmcntation) of 
these rclc\.ant tcchnologics. 

Three years ago. busincsscs \\.ere still cxpcrimcnting \\ it11 this ncn. technology and 



According to onc article on the Internet, digital signature tccl~i~ology has actually been 
availablc since 1976, when Diffie and Hellman introduced the dig~tal signature as an 
application of public key clyptography. In September 1998, President Bill Clinton and 
Irish Prime Minister Bcrtic Ahcrn digitally signed an intergovcrnmcntal e-coinmercc 
docuincnt that is the uforld's first document to use digital signature technology. 
Microsoft used digital signature technology to develop Authenticode technology in order 
to secure Web don nloadablc codes. 

Submission of our conimcnt is not n,hcthc~- such tccl~nologies exist today, but whether 
digital signature technology is the inore advanced means compared to the sliding scale 
mcchanism a~ai lablc  to protect the online privacy I-ights ofchildrcn. Wcrc the 
commission to sti~dy the effects of the sliding scale n~echanisnl during the last five years 
and compare its results in relation to more advanced technologies availablc, our cohort 
would be more likely to support a notion that digital software technology is undevclopcd 
or only availablc at an iui~.casonablc cost, cspccially if the research proved those 
outcomcs. Without this level of evidence-based data, ~ . c  arc unablc to agrcc favorably 
with the pcrmancnt use of the sliding scale mechanism as the "best mcchanism" to 
support children's onlinc privacy rights or to support an extension that only filrthcr delays 
the implclncntation of tougher safccguards. 

2. Are the infomediary services now widely available to facilitate ~~er i f iable  
parental consent at a reasonable cost? 

Tlic FTC's adoption of the sliding scale mechanism, with an extension to April 2  I .  2002  
and again to April 2 0 0 ,  wcrc seen as reasonable attempts to allow the onlinc industry to 
have time to react to the new COPPA rcqil i rc~nc~~ts.  Additionally, it allowcd thc new 
technological solutions and infomediary scl-vices to emerge and coinply with this new 
regulation. According to a FTC survey of cliildren's Wcb sitcs published Dccc~nbcr 16, 
i t  \vas f o ~ ~ n d  that most sitcs continue to collect pcrsonally idcntifiablc information fi-om 
underage computcr 11sc1-s dcspitc repeated \ ~ a n i n g s .  The ~ u r \ ~ c y  found that 86 perccnt of 
the 126 child-oriented N'cb sites i t  sun.eycd during "Kid Pri\.acy Surf Day" in mid- 
October collcctcd personally identifiable information from children ~\!ithout parental 
consent. Thc FTC also foimd less than 30 percent ofthe Web sites surveyed PI-ovidcd an 
explanation of lie\\; they ilsc infomation and only 4 1x1-cent of the sitcs rcquircd parental 
authorization prior to c~l lcc t ing  infol-mation from kids. 



3. When a re  secure electronic mechanisms and/or infomediary services 
for  obtaining verifiable parental consent anticipated to become available 
a t  a reasonable cost? To what extent would the commission's decision to 
eliminate, make permanent, o r  extend the  sliding scale mechanism affect 
the  incentive to cle\.elop and deploy these means of obtaining verifiable 
parental  consent? 

To ansncr the first part of t h ~ s  question IS to assume that c1cct1-onic mcclianisms andlor 
infomediary services for o b t a ~ n ~ n g  crifiablu parental consent arc not currently available. 
Gi\ cti that the previous commentc have all-cady addressed tliis ~ s s u c  and 1t.c do not agree 
\ \ - ~ t l i  the notion that nxchanismc arc not available, we r c q ~ ~ c s t  that thu FTC cxa~ninc 
current clcctronic mcchanlsm and infomediary serv~ccs. I t  would also bc 11clpful i f  tlic 
FTC addressed the issue ot'reasonablc costs and made those figures available to thc 
public. 

Tlic commission's decision to cxtcnd the sliding scalc mechanism n.ill af'Scct those Web 
sitc operators that have complied \\;it11 tlic FTC's ruling and lia\,c made a dcccnt attempt 
at compliancc in anticipation oSa l inal  ruling in favor of a more advanced technology. 
To make the sliding scale pel-mancnt could negatively impact thosc busincsscs in the 

. . 
process of, or cornplction ot', developing d ~ g ~ t a l  software tcclinology because the Web 
sitc opcl-atol-s were anticipating a r~ding that would support tlie original proposal as 
outlined in COPPA. Eliminating the sliding scale may facilitate an accelcl-atcd 
dcvclopmcnt process for digital signatim technology and hold the FTC' to a higher 
standard ofenforccmcnt. Additionally, i t  \vould require Web sitc opcrators to comply 
and bc accountable in upl~olding a child's online privacy protection rights. 

4. Wha t  effect would eliminating the sliding scale have on the 
information collection and use of practices of \Veb site operators? For 
e ~ a m p l e ,  \\oulcl the elin~ination of the slicling scale meclianisni encourage 
Web site operators to collect cliilclren's personal infoi-mation for uses 
other than the operatol-5' o\\n internal use because tlie cost of  obtaining 
parental consent nould  be the same for internal as \\ell as external users? 

M'c arc not adtrocating the elimination of the sliding scalc mechanism altogether. Our 
issue is ~vith the "pcmancnt status" as put forth in tliis request for comments. Ifthe 
climination of the sliding scalc nicchanism \\.ere to result in no pl-i\.acy mcasurcs or 
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has liacl aniplc timc and t\\.o p~-c\ . ioi~s c~tc1lsie)11s to get this riglit. To cstcncl that time 
again seems to Jcapardizc thc online pri\.ac!. ot'chilclrc~~ ancl tcclinologics that support 
tliosc measures. L\,'c belie\ c that \\.ere the commission to ask most parents to choose 
bet\\.een s a i y  soft\\.a~-c tcchnologics, \vIiich promote or implement their c-commcrce 
Internct acti\.itics. and software that protccts the prii-acy and iclcntification of children. 
that the o~erwhelniing ma*jority of parental responses would fa\.or the spending of 
money, time, and continued cie\,elopment of mechanisms to protect children. If the 
e-commcrcc market can afford to implement these measures, tlicn surely Congress and 
the Fcdel-a1 Trade Commission arc able to likewise do so by enacting a ruling so as to 
protect children and thus hold Web sitc opcrators to the strictest standards. 

The key provisions of the original ruling applied to opcrators of commercial Web sites 
and online services directed to childrcn (under 13) and general audience sites that are 
collccting personal information from children. I t  indicated that Web sitc operators 1 )  
provide parents notice of their information practices 2 )  obtain irerifiablc parental conscnt 
before collecting a child's pcrsonal information, with certain limited exceptions 3) give 
parents a choice as to whether their child's information will bc disclosed to third parties 
4) providc parcnts access to their child's pcrsonal information and allow thcm to review it 
andlor have i t  deleted 5 )  give parents the oppol-tunity to prevent further ~ l s c  or collection 
of information and 6) not rcquirc a child to provide more information than is reasonably 
necessary to participate in an activity, and maintain the confidentiality. security, and 
provisions of the original ruling and the use of the sliding scalc mechanism as a good 
intermediate measure to enforce the compliance by Web site opcrators. However, the 
sliding scalc n~echanism has not been completely cffecti\.c, as indicated by the FTC's 
own study of Web site operators. The decision lo rule in favor of permanent status is, at 
best, premature at this timc. 

Wc support the key pro\isions put forth ~n this ruling and anticipate that the clucst~on 
regarding the use of the sliclmg scalc mechanism would result 111 one of only tivo ansnrcrs. 
E~ thc r  ( 1 )  extend the i ~ s c  of the s l ~ d ~ n g  scale mechanism and put the ad\ anccmcnt 
towards nc\i er tcclinologics on the front burner for the next 12 months or ( 2 )  eliminate 
the slding scalc mechanism altogether in lieu o fncu  cr technologie5 tliat arc a\ ailable for 
immed~atc implementation. 

5. Is there any evidence that the sliding scale mechanism is being 
misused or not working effecti\.el!.'.' 

Congress and thc commission n,iscly clcvclopccl C'OI'PA as a reasonable method 01' 
securing more saikt). and protcct io~~ for chilclrcn engaged in Internct acti1,ity. Thc goal of 
the sliding scalc mechanism \\:as to be an effccti\,c temporary measure that put parental 
consent into the equation for a child's online activity. In lieu of 110 otlicr pl-i\.acy 
mcasurcs, the sliding scalc  as a step in the right dircclion. Gi\.cn tliat morc ad\mccd 
technologies arc IIO\\. a\.ailablc. there is no data to support tliat the sliding scalc 
mcchanisni is still cffccti~.c. I t  is our opinion that the current rcsca~-ch supports the 



Tlic FTC7's o\\.n su~.\.c!> elid not product lil\ orablc results I-cgarcling thc onlinc collection 
of pel-sonally idcntiliablc information from children. Tlic FTC's s ~ r n  cy indicates tliat less 
than 30 pcrccnt of' LVcb hitcs s i ~ n  eyed 171-o\,idcd an e?iplanation of lio\\l tlicy ~ ~ s c  
information and only 4 pcrccnt of tlic sites requircd parcntal aut1101-ization prior to 
collecting information from kids. During thc FTC's Junc workshop. an onlinc privacy 
survey rc\!calcd that 73 pcrcent of thc public belie~tcd i t  is unacccptablc for Wcb sitcs to 
gatlicr pcrsonal information from childrcn for their o\vn usc, and 90 perccnt bclic~ied tliat 
L 

it is unacccptablc to disclosc information about childrcn to others. Ful-tlicr, the online 
industry rcceivcd a strons n:arning from tlie FTC that collccting pcrsonal information 
from childrcn without parcntal consent may bc an unfair and deceptive practice. 

Childrcn today arc Intcmct saFr\.y. Most kno\\. how to surf the M'cb to do all sorts of 
things. Many times tlicy arc exposed to areas of inforination that arc scnsitivc and thcy 
may not h l l y  undcrstancl tlic consequences of giving out pcrsonal information onlinc. 
Parents may not always ha tc  the kno\\:lcdgc, thc ability or thc opportunity to intcr\~cnc in 
tlicir cliildrcn's clioiccs about giving out pcrsonal information. I t  is impcrativc that 
cornpanics operating onlinc protcct tlic privacy of c1iild1-cn. 

. . .  
Tlic commission ~ n ~ ~ s t  rcmaln \.~glIant and consistent to its original goals and ruling. 
Changing coul-sc, c\.cn if an cxtcnsion pl-od~~ccs a new "specific timelinc." intl-oduccs 
doubt as to \thctIic~. cnforccmcnt of'tlicsc new provisions arc truly intended or wlicthcr 
f~u-tlic~. extensions might be acliic\.cd clo\\.n the road. Lowering the bar to unrcliablc 
methods of \/el-ifiablc conscnt is 1ia1-mful to childrcn and the cmcrgcncc of morc advanced 
tcclinologics. Another estcnsion has the potcntial to create uncertainty and lack the 
necessity to\i.ard "fill1 compliancc." Additionally. anotlicr setback in the dcadline may 
hold back the natural ad\lanccmcnt oSdc\.cloping industry standards for COI'PA- 
compliant registration. 

I t  is for thesc I-casons that \vc ~ i rgc  the commission to eliminate thc slicling scalc in lieu of 
newel- tcclinologics that arc a t  ailablc for immediate implementation 01- extend the sliding 
scalc for a period of no more than I2 months. Wc bclictc that tlic dcsircd result of such a 
ruling will be to send a clear message to parents and Wcb site operators that the Fedcral 
Tradc Comn~ission is serious about tlie privacy issucs SLI~I-ounding cliilclrcn's onlinc 
acti~litics. 

Thank you fhr the opport~~nity to pro\.idc this Sccdback. If  additional inli)rmation is 
nccdccl, plcasc do not Iicsitatc to contact our proli-ssor at his e-mail addrcss at 

, his plionc n i ~ m t w  at or tlic uni\,orsity address 
\vhich is ProScssor John H .  LVyatt l l l .  School of Busincss and Management. La Sierra 
Llni\,crsity. 
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